
ANDROID STATIC ANALYSIS REPORT

 F-Droid (1.23.1)

File Name: fdroid.apk



Package Name: org.fdroid.fdroid

Scan Date: Dec. 21, 2025, 7:49 a.m.

App Security Score: 62/100 (LOW RISK)

Grade: A  

Trackers Detection: 1/432



 FINDINGS SEVERITY

 HIGH  MEDIUM  INFO  SECURE  HOTSPOT

3 21 2 8 1

 FILE INFORMATION
File Name: fdroid.apk
Size: 11.85MB
MD5: 8e44c488dc211b4c46cd1206ad598731
SHA1: f23fb703e39117d110d097d16666ede0e24fc459
SHA256: 1dfce4269081693f10350dbabd26991a59d7c2bb81f870de54e5b113f4785b7a

 APP INFORMATION
App Name: F-Droid
Package Name: org.fdroid.fdroid
Main Activity: org.fdroid.fdroid.panic.CalculatorActivity
Target SDK: 30
Min SDK: 23
Max SDK: 
Android Version Name: 1.23.1
Android Version Code: 1023051

 APP COMPONENTS
Activities: 25
Services: 16
Receivers: 16



Providers: 4
Exported Activities: 5
Exported Services: 1
Exported Receivers: 2
Exported Providers: 0

 CERTIFICATE INFORMATION
Binary is signed
v1 signature: True
v2 signature: True
v3 signature: True
v4 signature: False
X.509 Subject: C=UK, ST=Unknown, L=Wetherby, O=Unknown, OU=Unknown, CN=Ciaran Gultnieks
Signature Algorithm: rsassa_pkcs1v15
Valid From: 2010-07-23 17:10:24+00:00
Valid To: 2037-12-08 17:10:24+00:00
Issuer: C=UK, ST=Unknown, L=Wetherby, O=Unknown, OU=Unknown, CN=Ciaran Gultnieks
Serial Number: 0x4c49cd00
Hash Algorithm: sha1
md5: 17c55c628056e193e95644e989792786
sha1: 05f2e65928088981b317fc9a6dbfe04b0fa13b4e
sha256: 43238d512c1e5eb2d6569f4a3afbf5523418b82e0a3ed1552770abb9a9c9ccab
sha512: 7f16ef277e1ba26bb2d64e4706f60635c71940e3056545785aaee312a209bc81f865a5fbf3a0136f469b484486474be4b1efdf9d78ac2cc5e52556349ab4070f
PublicKey Algorithm: rsa
Bit Size: 2048
Fingerprint: 7ea469cf9996dc93a574b731207c445429ea87d45fd5b13a33a1cc3ce08edd87
Found 1 unique certificates

 APPLICATION PERMISSIONS

PERMISSION STATUS INFO DESCRIPTION

android.permission.INTERNET normal full Internet access Allows an application to create network sockets.

android.permission.ACCESS_NETWORK_STATE normal view network status Allows an application to view the status of all networks.

android.permission.ACCESS_WIFI_STATE normal view Wi-Fi status Allows an application to view the information about the status of Wi-Fi.



android.permission.CHANGE_WIFI_MULTICAST_STATE normal
allow Wi-Fi Multicast
reception

Allows an application to receive packets not directly addressed to your
device. This can be useful when discovering services offered nearby. It
uses more power than the non-multicast mode.

android.permission.CHANGE_NETWORK_STATE normal
change network
connectivity

Allows applications to change network connectivity state.

android.permission.CHANGE_WIFI_STATE normal change Wi-Fi status
Allows an application to connect to and disconnect from Wi-Fi access
points and to make changes to configured Wi-Fi networks.

android.permission.FOREGROUND_SERVICE normal
enables regular apps to
use
Service.startForeground.

Allows a regular application to use Service.startForeground.

android.permission.BLUETOOTH normal
create Bluetooth
connections

Allows applications to connect to paired bluetooth devices.

android.permission.BLUETOOTH_ADMIN normal
bluetooth
administration

Allows applications to discover and pair bluetooth devices.

android.permission.BLUETOOTH_CONNECT dangerous
necessary for
connecting to paired
Bluetooth devices.

Required to be able to connect to paired Bluetooth devices.

android.permission.BLUETOOTH_SCAN dangerous
required for discovering
and pairing Bluetooth
devices.

Required to be able to discover and pair nearby Bluetooth devices.

android.permission.RECEIVE_BOOT_COMPLETED normal
automatically start at
boot

Allows an application to start itself as soon as the system has finished
booting. This can make it take longer to start the phone and allow the
application to slow down the overall phone by always running.

android.permission.READ_EXTERNAL_STORAGE dangerous
read external storage
contents

Allows an application to read from external storage.

PERMISSION STATUS INFO DESCRIPTION



android.permission.WRITE_EXTERNAL_STORAGE dangerous
read/modify/delete
external storage
contents

Allows an application to write to external storage.

android.permission.MANAGE_EXTERNAL_STORAGE dangerous

Allows an application a
broad access to external
storage in scoped
storage

Allows an application a broad access to external storage in scoped
storage. Intended to be used by few apps that need to manage files on
behalf of the users.

android.permission.WRITE_SETTINGS dangerous
modify global system
settings

Allows an application to modify the system's settings data. Malicious
applications can corrupt your system's configuration.

android.permission.USB_PERMISSION unknown Unknown permission Unknown permission from android reference

android.permission.WAKE_LOCK normal
prevent phone from
sleeping

Allows an application to prevent the phone from going to sleep.

android.permission.REQUEST_INSTALL_PACKAGES dangerous
Allows an application to
request installing
packages.

Malicious applications can use this to try and trick users into installing
additional malicious packages.

android.permission.REQUEST_DELETE_PACKAGES normal
enables an app to
request package
deletions.

Allows an application to request deleting packages.

android.permission.UPDATE_PACKAGES_WITHOUT_USER_ACTION normal
allows updating
packages without
requiring user action.

Allows an application to indicate via
PackageInstaller.SessionParams.setRequireUserAction(int) that user
action should not be required for an app update.

android.permission.NFC normal
control Near-Field
Communication

Allows an application to communicate with Near-Field Communication
(NFC) tags, cards and readers.

android.permission.QUERY_ALL_PACKAGES normal
enables querying any
normal app on the
device.

Allows query of any normal app on the device, regardless of manifest
declarations.

PERMISSION STATUS INFO DESCRIPTION



android.permission.POST_NOTIFICATIONS dangerous
allows an app to post
notifications.

Allows an app to post notifications

android.permission.ENFORCE_UPDATE_OWNERSHIP normal

indicates intent to
become the update
owner via
PackageInstaller.

Allows an application to indicate via
PackageInstaller.SessionParams.setRequestUpdateOwnership(boolean)
that it has the intention of becoming the update owner.

org.fdroid.fdroid.permission.UPDATE_REPOS unknown Unknown permission Unknown permission from android reference

org.fdroid.fdroid.DYNAMIC_RECEIVER_NOT_EXPORTED_PERMISSION unknown Unknown permission Unknown permission from android reference

android.permission.CAMERA dangerous take pictures and videos
Allows application to take pictures and videos with the camera. This
allows the application to collect images that the camera is seeing at any
time.

android.permission.ACCESS_COARSE_LOCATION dangerous
coarse (network-based)
location

Access coarse location sources, such as the mobile network database,
to determine an approximate phone location, where available.
Malicious applications can use this to determine approximately where
you are.

PERMISSION STATUS INFO DESCRIPTION

 APKID ANALYSIS

FILE DETAILS

classes.dex

FINDINGS DETAILS

Anti-VM Code
Build.FINGERPRINT check
Build.MANUFACTURER check

Compiler r8



classes2.dex

FINDINGS DETAILS

Anti-VM Code
Build.FINGERPRINT check
possible Build.SERIAL check

Anti Debug Code Debug.isDebuggerConnected() check

Compiler r8

FILE DETAILS

 BROWSABLE ACTIVITIES

ACTIVITY INTENT

org.fdroid.fdroid.views.repos.AddRepoActivity

Schemes: https://, fdroidrepo://, fdroidrepos://, FDROIDREPO://, FDROIDREPOS://, http://, HTTP://, HTTPS://, 
Hosts: fdroid.link, *, 
Mime Types: text/plain, 
Paths: /fdroid/repo, /fdroid/archive, /FDROID/REPO, 
Path Patterns: /fdroid/repo/*, /.*/fdroid/repo, /.*/fdroid/repo/*, /.*/.*/fdroid/repo, /.*/.*/fdroid/repo/*, /.*/.*/.*/fdroid/repo,
/.*/.*/.*/fdroid/repo/*, /.*/.*/.*/.*/fdroid/repo, /.*/.*/.*/.*/fdroid/repo/*, /.*/.*/.*/.*/.*/fdroid/repo, /.*/.*/.*/.*/.*/fdroid/repo/*,
/.*/.*/.*/.*/.*/.*/fdroid/repo, /.*/.*/.*/.*/.*/.*/fdroid/repo/*, /fdroid/archive/*, /.*/fdroid/archive, /.*/fdroid/archive/*, /.*/.*/fdroid/archive,
/.*/.*/fdroid/archive/*, /.*/.*/.*/fdroid/archive, /.*/.*/.*/fdroid/archive/*, /.*/.*/.*/.*/fdroid/archive, /.*/.*/.*/.*/fdroid/archive/*,
/.*/FDROID/REPO, /.*/.*/FDROID/REPO, /.*/.*/.*/FDROID/REPO, 

org.fdroid.fdroid.views.main.MainActivity

Schemes: fdroid.app://, https://, http://, market://, amzn://, fdroid.search://, 
Hosts: f-droid.org, www.f-droid.org, staging.f-droid.org, cloudflare.f-droid.org, details, play.google.com, apps, amazon.com,
www.amazon.com, search, 
Paths: /store/apps/details, /android, /gp/mas/dl/android, /store/search, 
Path Prefixes: /app/, /packages/, /repository/browse, 
Path Patterns: /.*/packages/.*, /.*/packages/.*/, 

 NETWORK SECURITY



HIGH: 2 | WARNING: 1 | INFO: 0 | SECURE: 7 

NO SCOPE SEVERITY DESCRIPTION

1 * high Base config is insecurely configured to permit clear text traffic to all domains.

2 * warning Base config is configured to trust system certificates.

3 * high Base config is configured to trust user installed certificates.

4 amazonaws.com secure Domain config is securely configured to disallow clear text traffic to these domains in scope.

5 f-droid.org secure Domain config is securely configured to disallow clear text traffic to these domains in scope.

6 github.com secure Domain config is securely configured to disallow clear text traffic to these domains in scope.

7 githubusercontent.com secure Domain config is securely configured to disallow clear text traffic to these domains in scope.

8 github.io secure Domain config is securely configured to disallow clear text traffic to these domains in scope.

9 gitlab.com secure Domain config is securely configured to disallow clear text traffic to these domains in scope.

10 gitlab.io secure Domain config is securely configured to disallow clear text traffic to these domains in scope.

 CERTIFICATE ANALYSIS
HIGH: 0 | WARNING: 2 | INFO: 1 

TITLE SEVERITY DESCRIPTION

Signed Application info Application is signed with a code signing certificate

Application vulnerable to Janus
Vulnerability

warning
Application is signed with v1 signature scheme, making it vulnerable to Janus vulnerability on Android 5.0-8.0, if signed only with v1
signature scheme. Applications running on Android 5.0-7.0 signed with v1, and v2/v3 scheme is also vulnerable.



Certificate algorithm might be
vulnerable to hash collision

warning
Application is signed with SHA1withRSA. SHA1 hash algorithm is known to have collision issues. The manifest file indicates
SHA256withRSA is in use.

TITLE SEVERITY DESCRIPTION

 MANIFEST ANALYSIS
HIGH: 1 | WARNING: 9 | INFO: 0 | SUPPRESSED: 0 

NO ISSUE SEVERITY DESCRIPTION

1
App can be installed on a vulnerable unpatched Android version
Android 6.0-6.0.1, [minSdk=23]

high
This application can be installed on an older version of android that has multiple unfixed
vulnerabilities. These devices won't receive reasonable security updates from Google.
Support an Android version => 10, API 29 to receive reasonable security updates.

2
App has a Network Security Configuration
[android:networkSecurityConfig=@xml/network_security_config]

info
The Network Security Configuration feature lets apps customize their network security
settings in a safe, declarative configuration file without modifying app code. These settings
can be configured for specific domains and for a specific app.

3
Application Data can be Backed up
[android:allowBackup=true]

warning
This flag allows anyone to backup your application data via adb. It allows users who have
enabled USB debugging to copy application data off of the device.

4
Activity (org.fdroid.fdroid.panic.PanicPreferencesActivity) is not
Protected. 
[android:exported=true]

warning
An Activity is found to be shared with other apps on the device therefore leaving it accessible
to any other application on the device.

5
Activity (org.fdroid.fdroid.panic.PanicResponderActivity) is not
Protected. 
[android:exported=true]

warning
An Activity is found to be shared with other apps on the device therefore leaving it accessible
to any other application on the device.

6
Activity (org.fdroid.fdroid.views.repos.AddRepoActivity) is not
Protected. 
[android:exported=true]

warning
An Activity is found to be shared with other apps on the device therefore leaving it accessible
to any other application on the device.

7
Activity (org.fdroid.fdroid.views.AppDetailsActivity) is not
Protected. 
[android:exported=true]

warning
An Activity is found to be shared with other apps on the device therefore leaving it accessible
to any other application on the device.



8
Activity (org.fdroid.fdroid.views.main.MainActivity) is not
Protected. 
[android:exported=true]

warning
An Activity is found to be shared with other apps on the device therefore leaving it accessible
to any other application on the device.

9

Service
(androidx.work.impl.background.systemjob.SystemJobService)
is Protected by a permission, but the protection level of the
permission should be checked.
Permission: android.permission.BIND_JOB_SERVICE 
[android:exported=true]

warning

A Service is found to be shared with other apps on the device therefore leaving it accessible
to any other application on the device. It is protected by a permission which is not defined in
the analysed application. As a result, the protection level of the permission should be
checked where it is defined. If it is set to normal or dangerous, a malicious application can
request and obtain the permission and interact with the component. If it is set to signature,
only applications signed with the same certificate can obtain the permission.

10

Broadcast Receiver
(androidx.work.impl.diagnostics.DiagnosticsReceiver) is
Protected by a permission, but the protection level of the
permission should be checked.
Permission: android.permission.DUMP 
[android:exported=true]

warning

A Broadcast Receiver is found to be shared with other apps on the device therefore leaving it
accessible to any other application on the device. It is protected by a permission which is not
defined in the analysed application. As a result, the protection level of the permission should
be checked where it is defined. If it is set to normal or dangerous, a malicious application can
request and obtain the permission and interact with the component. If it is set to signature,
only applications signed with the same certificate can obtain the permission.

11

Broadcast Receiver
(androidx.profileinstaller.ProfileInstallReceiver) is Protected by a
permission, but the protection level of the permission should be
checked.
Permission: android.permission.DUMP 
[android:exported=true]

warning

A Broadcast Receiver is found to be shared with other apps on the device therefore leaving it
accessible to any other application on the device. It is protected by a permission which is not
defined in the analysed application. As a result, the protection level of the permission should
be checked where it is defined. If it is set to normal or dangerous, a malicious application can
request and obtain the permission and interact with the component. If it is set to signature,
only applications signed with the same certificate can obtain the permission.

NO ISSUE SEVERITY DESCRIPTION

 CODE ANALYSIS
HIGH: 0 | WARNING: 7 | INFO: 2 | SECURE: 1 | SUPPRESSED: 0 

NO ISSUE SEVERITY STANDARDS FILES

cc/mvdan/accesspoint/WifiApControl.java 
ch/qos/logback/classic/android/LogcatAppender.java 
ch/qos/logback/classic/pattern/TargetLengthBasedClassNameA
bbreviator.java 
ch/qos/logback/classic/spi/ThrowableProxy.java 
ch/qos/logback/core/joran/util/ConfigurationWatchListUtil.java
ch/qos/logback/core/spi/ContextAwareBase.java 



ch/qos/logback/core/spi/ContextAwareBase.java 
ch/qos/logback/core/spi/ContextAwareImpl.java 
com/bumptech/glide/GeneratedAppGlideModuleImpl.java 
com/bumptech/glide/Glide.java 
com/bumptech/glide/disklrucache/DiskLruCache.java 
com/bumptech/glide/gifdecoder/GifHeaderParser.java 
com/bumptech/glide/gifdecoder/StandardGifDecoder.java 
com/bumptech/glide/load/data/AssetPathFetcher.java 
com/bumptech/glide/load/data/HttpUrlFetcher.java 
com/bumptech/glide/load/data/LocalUriFetcher.java 
com/bumptech/glide/load/data/mediastore/ThumbFetcher.java
com/bumptech/glide/load/data/mediastore/ThumbnailStream
Opener.java 
com/bumptech/glide/load/engine/DecodeJob.java 
com/bumptech/glide/load/engine/DecodePath.java 
com/bumptech/glide/load/engine/Engine.java 
com/bumptech/glide/load/engine/GlideException.java 
com/bumptech/glide/load/engine/SourceGenerator.java 
com/bumptech/glide/load/engine/bitmap_recycle/LruArrayPool
.java 
com/bumptech/glide/load/engine/bitmap_recycle/LruBitmapPo
ol.java 
com/bumptech/glide/load/engine/cache/DiskLruCacheWrapper
.java 
com/bumptech/glide/load/engine/cache/MemorySizeCalculator
.java 
com/bumptech/glide/load/engine/executor/GlideExecutor.java 
com/bumptech/glide/load/model/ByteBufferEncoder.java 
com/bumptech/glide/load/model/ByteBufferFileLoader.java 
com/bumptech/glide/load/model/FileLoader.java 
com/bumptech/glide/load/model/ResourceLoader.java 
com/bumptech/glide/load/model/ResourceUriLoader.java 
com/bumptech/glide/load/model/StreamEncoder.java 
com/bumptech/glide/load/resource/DefaultOnHeaderDecoded
Listener.java 
com/bumptech/glide/load/resource/bitmap/BitmapEncoder.jav
a 
com/bumptech/glide/load/resource/bitmap/BitmapImageDeco
derResourceDecoder.java 
com/bumptech/glide/load/resource/bitmap/DefaultImageHead
erParser.java 
com/bumptech/glide/load/resource/bitmap/Downsampler.java
com/bumptech/glide/load/resource/bitmap/DrawableToBitma
pConverter.java 
com/bumptech/glide/load/resource/bitmap/HardwareConfigSt
ate.java 
com/bumptech/glide/load/resource/bitmap/TransformationUtil

NO ISSUE SEVERITY STANDARDS FILES



1
The App logs information. Sensitive
information should never be logged.

info
CWE: CWE-532: Insertion of Sensitive
Information into Log File 
OWASP MASVS: MSTG-STORAGE-3

com/bumptech/glide/load/resource/bitmap/TransformationUtil
s.java 
com/bumptech/glide/load/resource/bitmap/VideoDecoder.java
com/bumptech/glide/load/resource/gif/ByteBufferGifDecoder.j
ava 
com/bumptech/glide/load/resource/gif/GifDrawableEncoder.ja
va 
com/bumptech/glide/load/resource/gif/StreamGifDecoder.java
com/bumptech/glide/manager/DefaultConnectivityMonitorFact
ory.java 
com/bumptech/glide/manager/RequestTracker.java 
com/bumptech/glide/manager/SingletonConnectivityReceiver.j
ava 
com/bumptech/glide/module/ManifestParser.java 
com/bumptech/glide/request/SingleRequest.java 
com/bumptech/glide/request/target/CustomViewTarget.java 
com/bumptech/glide/request/target/ViewTarget.java 
com/bumptech/glide/signature/ApplicationVersionSignature.jav
a 
com/bumptech/glide/util/pool/FactoryPools.java 
com/journeyapps/barcodescanner/CameraPreview.java 
com/journeyapps/barcodescanner/CaptureManager.java 
com/journeyapps/barcodescanner/DecoderThread.java 
com/journeyapps/barcodescanner/camera/AutoFocusManager.
java 
com/journeyapps/barcodescanner/camera/CameraConfiguratio
nUtils.java 
com/journeyapps/barcodescanner/camera/CameraInstance.jav
a 
com/journeyapps/barcodescanner/camera/CameraManager.jav
a 
com/journeyapps/barcodescanner/camera/CenterCropStrategy.
java 
com/journeyapps/barcodescanner/camera/FitCenterStrategy.ja
va 
com/journeyapps/barcodescanner/camera/PreviewScalingStrat
egy.java 
info/guardianproject/netcipher/NetCipher.java 
info/guardianproject/netcipher/proxy/OrbotHelper.java 
info/guardianproject/panic/PanicUtils.java 
org/acra/ACRA.java 
org/acra/builder/ReportExecutor.java 
org/acra/collector/LogCatCollector.java 
org/acra/log/AndroidLogDelegate.java 
org/acra/reporter/ErrorReporterImpl.java 
org/fdroid/database/FDroidDatabaseHolder$FixtureCallback$o
nCreate$1.java 
org/fdroid/database/Repository.java 

NO ISSUE SEVERITY STANDARDS FILES

https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05d-Testing-Data-Storage.md#logs


org/fdroid/database/Repository.java 
org/fdroid/download/DownloaderFactory.java 
org/fdroid/download/HttpManagerKt$getHttpClientEngineFacto
ry$1.java 
org/fdroid/fdroid/DeleteCacheService.java 
org/fdroid/fdroid/FDroidApp.java 
org/fdroid/fdroid/Preferences.java 
org/fdroid/fdroid/RepoUpdateManager.java 
org/fdroid/fdroid/Utils.java 
org/fdroid/fdroid/UtilsKt$generateQrBitmapKt$2.java 
org/fdroid/fdroid/compat/FileCompat.java 
org/fdroid/fdroid/compat/PackageManagerCompat.java 
org/fdroid/fdroid/data/App.java 
org/fdroid/fdroid/data/ContentProviderMigrator.java 
org/fdroid/fdroid/data/DBHelper.java 
org/fdroid/fdroid/installer/ApkVerifier.java 
org/fdroid/fdroid/installer/DefaultInstallerActivity.java 
org/fdroid/fdroid/installer/InstallManagerService.java 
org/fdroid/fdroid/installer/Installer.java 
org/fdroid/fdroid/installer/ObfInstallerService.java 
org/fdroid/fdroid/installer/PrivilegedInstaller.java 
org/fdroid/fdroid/installer/SessionInstallManager.java 
org/fdroid/fdroid/nearby/BluetoothManager.java 
org/fdroid/fdroid/nearby/BluetoothServer.java 
org/fdroid/fdroid/nearby/BonjourManager.java 
org/fdroid/fdroid/nearby/LocalHTTPDManager.java 
org/fdroid/fdroid/nearby/LocalRepoKeyStore.java 
org/fdroid/fdroid/nearby/LocalRepoManager.java 
org/fdroid/fdroid/nearby/LocalRepoService.java 
org/fdroid/fdroid/nearby/NewRepoConfig.java 
org/fdroid/fdroid/nearby/SDCardScannerService.java 
org/fdroid/fdroid/nearby/SwapService.java 
org/fdroid/fdroid/nearby/SwapSuccessView.java 
org/fdroid/fdroid/nearby/SwapWorkflowActivity.java 
org/fdroid/fdroid/nearby/UsbDeviceAttachedReceiver.java 
org/fdroid/fdroid/nearby/UsbDeviceDetachedReceiver.java 
org/fdroid/fdroid/nearby/WifiStateChangeService.java 
org/fdroid/fdroid/net/BluetoothDownloader.java 
org/fdroid/fdroid/net/ConnectivityMonitorService.java 
org/fdroid/fdroid/net/DnsCache.java 
org/fdroid/fdroid/net/DownloaderService.java 
org/fdroid/fdroid/panic/PanicResponderActivity.java 
org/fdroid/fdroid/privileged/views/AppSecurityPermissions.jav
a 
org/fdroid/fdroid/privileged/views/UninstallDialogActivity.java 
org/fdroid/fdroid/qr/CameraCharacteristicsMinApiLevel21.java
org/fdroid/fdroid/receiver/RepoUpdateReceiver.java 

NO ISSUE SEVERITY STANDARDS FILES



org/fdroid/fdroid/receiver/RepoUpdateReceiver.java 
org/fdroid/fdroid/receiver/StartupReceiver.java 
org/fdroid/fdroid/receiver/UnarchivePackageReceiver.java 
org/fdroid/fdroid/views/AppDetailsActivity.java 
org/fdroid/fdroid/views/AppDetailsRecyclerViewAdapter.java 
org/fdroid/fdroid/views/PreferencesFragment.java 
org/fdroid/fdroid/views/appdetails/AntiFeaturesListingView.jav
a 
org/fdroid/fdroid/views/apps/AppListActivity.java 
org/fdroid/fdroid/views/apps/AppListItemController.java 
org/fdroid/fdroid/views/categories/CategoryController.java 
org/fdroid/fdroid/views/main/CategoriesViewBinder.java 
org/fdroid/fdroid/views/main/MainActivity.java 
org/fdroid/fdroid/views/main/NearbyViewBinder.java 
org/fdroid/fdroid/views/repos/AddRepoActivity.java 
org/fdroid/fdroid/views/repos/ManageReposActivity.java 
org/fdroid/fdroid/views/repos/RepoDetailsViewModel$setArchi
veRepoEnabled$1.java 
org/fdroid/fdroid/work/FDroidMetricsWorker.java 
org/fdroid/fdroid/work/RepoUpdateWorker.java 
org/fdroid/fdroid/work/UnarchiveWorker.java 
org/fdroid/index/v1/IndexV1Creator.java 

2
This App copies data to clipboard. Sensitive
data should not be copied to clipboard as
other applications can access it.

info
OWASP MASVS: MSTG-STORAGE-10

org/fdroid/fdroid/Utils.java 

3 IP Address disclosure warning
CWE: CWE-200: Information Exposure 
OWASP MASVS: MSTG-CODE-2

javax/jmdns/impl/JmDNSImpl.java 
org/fdroid/download/Mirror.java 
org/fdroid/download/ProxyKt.java 
org/fdroid/fdroid/FDroidApp.java 
org/fdroid/fdroid/Preferences.java 

4
App creates temp file. Sensitive
information should never be written into a
temp file.

warning
CWE: CWE-276: Incorrect Default Permissions 
OWASP Top 10: M2: Insecure Data Storage 
OWASP MASVS: MSTG-STORAGE-2

com/journeyapps/barcodescanner/CaptureManager.java 
fi/iki/elonen/NanoHTTPD.java 
org/fdroid/fdroid/RepoUpdateManager.java 
org/fdroid/fdroid/nearby/SwapService.java 
org/fdroid/index/RepoManager.java 
org/fdroid/index/RepoUpdater.java 
org/fdroid/index/v1/IndexV1Updater.java 
org/fdroid/index/v2/IndexV2Updater.java 
org/fdroid/repo/RepoV1Fetcher.java 
org/fdroid/repo/RepoV2Fetcher.java 

NO ISSUE SEVERITY STANDARDS FILES

https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04b-Mobile-App-Security-Testing.md#clipboard


5
The App uses an insecure Random Number
Generator.

warning

CWE: CWE-330: Use of Insufficiently Random
Values 
OWASP Top 10: M5: Insufficient Cryptography 
OWASP MASVS: MSTG-CRYPTO-6

javax/jmdns/impl/DNSRecord.java 
javax/jmdns/impl/JmDNSImpl.java 
org/fdroid/fdroid/FDroidApp.java 
org/fdroid/fdroid/Preferences.java 
org/fdroid/fdroid/views/apps/FeatureImage.java 
org/fdroid/fdroid/views/categories/CategoryController.java 

6
App can read/write to External Storage.
Any App can read data written to External
Storage.

warning
CWE: CWE-276: Incorrect Default Permissions 
OWASP Top 10: M2: Insecure Data Storage 
OWASP MASVS: MSTG-STORAGE-2

ch/qos/logback/core/android/AndroidContextUtil.java 
org/acra/file/Directory.java 
org/fdroid/fdroid/data/Apk.java 
org/fdroid/fdroid/data/App.java 
org/fdroid/fdroid/installer/ObfInstallerService.java 
org/fdroid/fdroid/nearby/SDCardScannerService.java 
org/fdroid/fdroid/views/main/NearbyViewBinder.java 

7
Files may contain hardcoded sensitive
information like usernames, passwords,
keys etc.

warning

CWE: CWE-312: Cleartext Storage of Sensitive
Information 
OWASP Top 10: M9: Reverse Engineering 
OWASP MASVS: MSTG-STORAGE-14

ch/qos/logback/classic/joran/action/ConfigurationAction.java 
ch/qos/logback/core/CoreConstants.java 
com/bumptech/glide/load/engine/DataCacheKey.java 
com/bumptech/glide/load/engine/EngineResource.java 
com/bumptech/glide/load/engine/ResourceCacheKey.java 
io/ktor/http/HttpHeaders.java 
kellinwood/security/zipsigner/ZipSigner.java 
org/fdroid/database/NewRepository.java 
org/fdroid/database/RepositoryPreferences.java 
org/fdroid/download/DownloadRequest.java 
org/fdroid/fdroid/views/apps/AppListActivity.java 
org/fdroid/repo/RepoUriGetter.java 

8
This App uses SSL certificate pinning to
detect or prevent MITM attacks in secure
communication channel.

secure
OWASP MASVS: MSTG-NETWORK-4

ch/qos/logback/core/net/ssl/SSLContextFactoryBean.java 
fi/iki/elonen/NanoHTTPD.java 

9
MD5 is a weak hash known to have hash
collisions.

warning

CWE: CWE-327: Use of a Broken or Risky
Cryptographic Algorithm 
OWASP Top 10: M5: Insufficient Cryptography 
OWASP MASVS: MSTG-CRYPTO-4

kellinwood/security/zipsigner/ZipSigner.java 
org/fdroid/index/IndexUtils.java 

NO ISSUE SEVERITY STANDARDS FILES

https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04g-Testing-Cryptography.md#weak-random-number-generators
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05d-Testing-Data-Storage.md#external-storage
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05d-Testing-Data-Storage.md#checking-memory-for-sensitive-data-mstg-storage-10
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x05g-Testing-Network-Communication.md#testing-custom-certificate-stores-and-certificate-pinning-mstg-network-4
https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04g-Testing-Cryptography.md#identifying-insecure-andor-deprecated-cryptographic-algorithms-mstg-crypto-4


10
SHA-1 is a weak hash known to have hash
collisions.

warning

CWE: CWE-327: Use of a Broken or Risky
Cryptographic Algorithm 
OWASP Top 10: M5: Insufficient Cryptography 
OWASP MASVS: MSTG-CRYPTO-4

kellinwood/security/zipsigner/ZipSigner.java 

NO ISSUE SEVERITY STANDARDS FILES

 SHARED LIBRARY BINARY ANALYSIS

NO SHARED OBJECT NX PIE
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED

1 x86/libandroidx.graphics.path.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

Dynamic
Shared
Object (DSO) 
info 
The shared
object is
build with -
fPIC flag
which
enables
Position
independent
code. This
makes
Return
Oriented
Programming
(ROP) attacks
much more
difficult to
execute
reliably.

True 
info 
This binary
has a stack
canary
value
added to
the stack
so that it
will be
overwritten
by a stack
buffer that
overflows
the return
address.
This allows
detection
of
overflows
by verifying
the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures
that the
GOT
cannot be
overwritten
in
vulnerable
ELF
binaries. In
Full RELRO,
the entire
GOT (.got
and .got.plt
both) is
marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

True 
info 
Symbols are
stripped.

https://github.com/MobSF/owasp-mstg/blob/master/Document/0x04g-Testing-Cryptography.md#identifying-insecure-andor-deprecated-cryptographic-algorithms-mstg-crypto-4


2
armeabi-
v7a/libandroidx.graphics.path.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

Dynamic
Shared
Object (DSO) 
info 
The shared
object is
build with -
fPIC flag
which
enables
Position
independent
code. This
makes
Return
Oriented
Programming
(ROP) attacks
much more
difficult to
execute
reliably.

True 
info 
This binary
has a stack
canary
value
added to
the stack
so that it
will be
overwritten
by a stack
buffer that
overflows
the return
address.
This allows
detection
of
overflows
by verifying
the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures
that the
GOT
cannot be
overwritten
in
vulnerable
ELF
binaries. In
Full RELRO,
the entire
GOT (.got
and .got.plt
both) is
marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

True 
info 
Symbols are
stripped.

NO SHARED OBJECT NX PIE
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



3
arm64-
v8a/libandroidx.graphics.path.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

Dynamic
Shared
Object (DSO) 
info 
The shared
object is
build with -
fPIC flag
which
enables
Position
independent
code. This
makes
Return
Oriented
Programming
(ROP) attacks
much more
difficult to
execute
reliably.

True 
info 
This binary
has a stack
canary
value
added to
the stack
so that it
will be
overwritten
by a stack
buffer that
overflows
the return
address.
This allows
detection
of
overflows
by verifying
the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures
that the
GOT
cannot be
overwritten
in
vulnerable
ELF
binaries. In
Full RELRO,
the entire
GOT (.got
and .got.plt
both) is
marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

True 
info 
Symbols are
stripped.

NO SHARED OBJECT NX PIE
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



4 x86_64/libandroidx.graphics.path.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

Dynamic
Shared
Object (DSO) 
info 
The shared
object is
build with -
fPIC flag
which
enables
Position
independent
code. This
makes
Return
Oriented
Programming
(ROP) attacks
much more
difficult to
execute
reliably.

True 
info 
This binary
has a stack
canary
value
added to
the stack
so that it
will be
overwritten
by a stack
buffer that
overflows
the return
address.
This allows
detection
of
overflows
by verifying
the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures
that the
GOT
cannot be
overwritten
in
vulnerable
ELF
binaries. In
Full RELRO,
the entire
GOT (.got
and .got.plt
both) is
marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

True 
info 
Symbols are
stripped.

NO SHARED OBJECT NX PIE
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



5 x86/libandroidx.graphics.path.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

Dynamic
Shared
Object (DSO) 
info 
The shared
object is
build with -
fPIC flag
which
enables
Position
independent
code. This
makes
Return
Oriented
Programming
(ROP) attacks
much more
difficult to
execute
reliably.

True 
info 
This binary
has a stack
canary
value
added to
the stack
so that it
will be
overwritten
by a stack
buffer that
overflows
the return
address.
This allows
detection
of
overflows
by verifying
the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures
that the
GOT
cannot be
overwritten
in
vulnerable
ELF
binaries. In
Full RELRO,
the entire
GOT (.got
and .got.plt
both) is
marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

True 
info 
Symbols are
stripped.

NO SHARED OBJECT NX PIE
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



6
armeabi-
v7a/libandroidx.graphics.path.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

Dynamic
Shared
Object (DSO) 
info 
The shared
object is
build with -
fPIC flag
which
enables
Position
independent
code. This
makes
Return
Oriented
Programming
(ROP) attacks
much more
difficult to
execute
reliably.

True 
info 
This binary
has a stack
canary
value
added to
the stack
so that it
will be
overwritten
by a stack
buffer that
overflows
the return
address.
This allows
detection
of
overflows
by verifying
the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures
that the
GOT
cannot be
overwritten
in
vulnerable
ELF
binaries. In
Full RELRO,
the entire
GOT (.got
and .got.plt
both) is
marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

True 
info 
Symbols are
stripped.

NO SHARED OBJECT NX PIE
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



7
arm64-
v8a/libandroidx.graphics.path.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

Dynamic
Shared
Object (DSO) 
info 
The shared
object is
build with -
fPIC flag
which
enables
Position
independent
code. This
makes
Return
Oriented
Programming
(ROP) attacks
much more
difficult to
execute
reliably.

True 
info 
This binary
has a stack
canary
value
added to
the stack
so that it
will be
overwritten
by a stack
buffer that
overflows
the return
address.
This allows
detection
of
overflows
by verifying
the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures
that the
GOT
cannot be
overwritten
in
vulnerable
ELF
binaries. In
Full RELRO,
the entire
GOT (.got
and .got.plt
both) is
marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

True 
info 
Symbols are
stripped.

NO SHARED OBJECT NX PIE
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED



8 x86_64/libandroidx.graphics.path.so

True 
info 
The binary
has NX bit
set. This
marks a
memory
page non-
executable
making
attacker
injected
shellcode
non-
executable.

Dynamic
Shared
Object (DSO) 
info 
The shared
object is
build with -
fPIC flag
which
enables
Position
independent
code. This
makes
Return
Oriented
Programming
(ROP) attacks
much more
difficult to
execute
reliably.

True 
info 
This binary
has a stack
canary
value
added to
the stack
so that it
will be
overwritten
by a stack
buffer that
overflows
the return
address.
This allows
detection
of
overflows
by verifying
the
integrity of
the canary
before
function
return.

Full RELRO 
info 
This shared
object has
full RELRO
enabled.
RELRO
ensures
that the
GOT
cannot be
overwritten
in
vulnerable
ELF
binaries. In
Full RELRO,
the entire
GOT (.got
and .got.plt
both) is
marked as
read-only.

None 
info 
The
binary
does not
have
run-time
search
path or
RPATH
set.

None 
info 
The binary
does not
have
RUNPATH
set.

False 
warning 
The binary does not
have any fortified
functions. Fortified
functions provides
buffer overflow
checks against glibc's
commons insecure
functions like strcpy,
gets etc. Use the
compiler option -
D_FORTIFY_SOURCE=2
to fortify functions.
This check is not
applicable for
Dart/Flutter libraries.

True 
info 
Symbols are
stripped.

NO SHARED OBJECT NX PIE
STACK
CANARY

RELRO RPATH RUNPATH FORTIFY
SYMBOLS
STRIPPED

 NIAP ANALYSIS v1.3

NO IDENTIFIER REQUIREMENT FEATURE DESCRIPTION

 BEHAVIOUR ANALYSIS



RULE ID BEHAVIOUR LABEL FILES

00013 Read file and put it into a stream file

ch/qos/logback/core/joran/GenericConfigurator.java 
ch/qos/logback/core/joran/action/PropertyAction.java 
com/bumptech/glide/disklrucache/DiskLruCache.java 
com/bumptech/glide/load/ImageHeaderParserUtils.java 
com/bumptech/glide/load/model/FileLoader.java 
org/acra/util/StreamReader.java 
org/fdroid/download/Downloader.java 
org/fdroid/fdroid/Utils.java 
org/fdroid/fdroid/data/DBHelper.java 
org/fdroid/fdroid/nearby/BluetoothServer.java 
org/fdroid/fdroid/nearby/LocalHTTPD.java 
org/fdroid/fdroid/nearby/LocalRepoKeyStore.java 
org/fdroid/fdroid/net/LocalFileDownloader.java 
org/fdroid/fdroid/views/InstallHistoryActivity.java 
org/fdroid/index/IndexCreator.java 
org/fdroid/index/v2/IndexV2Updater.java 
org/fdroid/repo/RepoV2Fetcher.java 

00162
Create InetSocketAddress object and
connecting to it

socket org/fdroid/fdroid/Utils.java 

00163 Create new Socket and connecting to it socket org/fdroid/fdroid/Utils.java 

00112 Get the date of the calendar event collection calendar org/fdroid/fdroid/Utils.java 

00036 Get resource file from res/raw directory reflection

info/guardianproject/netcipher/proxy/OrbotHelper.java 
org/fdroid/fdroid/Utils.java 
org/fdroid/fdroid/data/App.java 
org/fdroid/fdroid/installer/DefaultInstaller.java 
org/fdroid/fdroid/nearby/PublicSourceDirProvider.java 
org/fdroid/fdroid/views/AppDetailsActivity.java 
org/fdroid/fdroid/views/AppDetailsRecyclerViewAdapter.java 
org/fdroid/fdroid/views/main/NearbyViewBinder.java 



00063
Implicit intent(view a web page, make a
phone call, etc.)

control

info/guardianproject/netcipher/proxy/OrbotHelper.java 
org/fdroid/fdroid/installer/DefaultInstaller.java 
org/fdroid/fdroid/installer/DefaultInstallerActivity.java 
org/fdroid/fdroid/installer/FileInstallerActivity.java 
org/fdroid/fdroid/installer/InstallHistoryService.java 
org/fdroid/fdroid/installer/InstallManagerService.java 
org/fdroid/fdroid/installer/Installer.java 
org/fdroid/fdroid/installer/InstallerService.java 
org/fdroid/fdroid/installer/ObfInstallerService.java 
org/fdroid/fdroid/nearby/NewRepoConfig.java 
org/fdroid/fdroid/nearby/PublicSourceDirProvider.java 
org/fdroid/fdroid/nearby/SwapService.java 
org/fdroid/fdroid/nearby/SwapWorkflowActivity.java 
org/fdroid/fdroid/net/DownloaderService.java 
org/fdroid/fdroid/panic/PanicPreferencesFragment.java 
org/fdroid/fdroid/views/AppDetailsActivity.java 
org/fdroid/fdroid/views/AppDetailsRecyclerViewAdapter.java 
org/fdroid/fdroid/views/StatusBanner.java 
org/fdroid/fdroid/views/appdetails/AntiFeaturesListingView.java 
org/fdroid/fdroid/views/apps/AppListItemController.java 
org/fdroid/fdroid/views/main/NearbyViewBinder.java 
org/fdroid/fdroid/views/repos/AddRepoActivity.java 

00051
Implicit intent(view a web page, make a
phone call, etc.) via setData

control

info/guardianproject/netcipher/proxy/OrbotHelper.java 
org/fdroid/fdroid/installer/DefaultInstaller.java 
org/fdroid/fdroid/installer/DefaultInstallerActivity.java 
org/fdroid/fdroid/installer/Installer.java 
org/fdroid/fdroid/installer/InstallerService.java 
org/fdroid/fdroid/nearby/SwapService.java 
org/fdroid/fdroid/net/DownloaderService.java 
org/fdroid/fdroid/panic/PanicPreferencesFragment.java 
org/fdroid/fdroid/views/appdetails/AntiFeaturesListingView.java 
org/fdroid/fdroid/views/main/NearbyViewBinder.java 
org/fdroid/fdroid/views/repos/AddRepoActivity.java 

00039 Start a web server control network fi/iki/elonen/NanoHTTPD.java 

RULE ID BEHAVIOUR LABEL FILES



00022
Open a file from given absolute path of the
file

file

ch/qos/logback/core/android/AndroidContextUtil.java 
com/journeyapps/barcodescanner/CaptureManager.java 
fi/iki/elonen/NanoHTTPD.java 
org/fdroid/fdroid/data/App.java 
org/fdroid/fdroid/data/SanitizedFile.java 
org/fdroid/fdroid/installer/ApkCache.java 
org/fdroid/fdroid/installer/ObfInstallerService.java 
org/fdroid/fdroid/nearby/BluetoothServer.java 
org/fdroid/fdroid/nearby/LocalHTTPD.java 
org/fdroid/fdroid/nearby/LocalRepoKeyStore.java 
org/fdroid/fdroid/nearby/LocalRepoManager.java 
org/fdroid/fdroid/net/DownloaderService.java 
org/fdroid/fdroid/work/CleanCacheWorker.java 
org/fdroid/index/IndexCreator.java 

00077 Read sensitive data(SMS, CALLLOG, etc) collection sms calllog calendar com/bumptech/glide/load/data/mediastore/ThumbFetcher.java 

00023
Start another application from current
application

reflection control org/fdroid/fdroid/views/AppDetailsActivity.java 

00035 Query the list of the installed packages reflection
org/fdroid/fdroid/nearby/SelectAppsView.java 
org/fdroid/fdroid/work/FDroidMetricsWorker.java 

00130 Get the current WIFI information wifi collection
org/fdroid/fdroid/nearby/SwapWorkflowActivity.java 
org/fdroid/fdroid/nearby/WifiStateChangeService.java 

00024 Write file after Base64 decoding reflection file org/acra/util/IOUtils.java 

00054 Install other APKs from file reflection org/fdroid/fdroid/installer/ObfInstallerService.java 

00096 Connect to a URL and set request method command network org/fdroid/fdroid/nearby/SwapService.java 

00109
Connect to a URL and get the response
code

network command
com/bumptech/glide/load/data/HttpUrlFetcher.java 
org/fdroid/fdroid/nearby/SwapService.java 

00079 Hide the current app's icon evasion org/fdroid/fdroid/panic/HidingManager.java 

RULE ID BEHAVIOUR LABEL FILES



00134 Get the current WiFi IP address wifi collection org/fdroid/fdroid/nearby/WifiStateChangeService.java 

00089
Connect to a URL and receive input stream
from the server

command network com/bumptech/glide/load/data/HttpUrlFetcher.java 

00030
Connect to the remote server through the
given URL

network com/bumptech/glide/load/data/HttpUrlFetcher.java 

00183
Get current camera parameters and
change the setting.

camera com/journeyapps/barcodescanner/camera/CameraManager.java 

RULE ID BEHAVIOUR LABEL FILES

 ABUSED PERMISSIONS

TYPE MATCHES PERMISSIONS

Malware
Permissions

11/25

android.permission.INTERNET, android.permission.ACCESS_NETWORK_STATE, android.permission.ACCESS_WIFI_STATE,
android.permission.RECEIVE_BOOT_COMPLETED, android.permission.READ_EXTERNAL_STORAGE, android.permission.WRITE_EXTERNAL_STORAGE,
android.permission.WRITE_SETTINGS, android.permission.WAKE_LOCK, android.permission.REQUEST_INSTALL_PACKAGES, android.permission.CAMERA,
android.permission.ACCESS_COARSE_LOCATION

Other
Common
Permissions

5/44
android.permission.CHANGE_NETWORK_STATE, android.permission.CHANGE_WIFI_STATE, android.permission.FOREGROUND_SERVICE,
android.permission.BLUETOOTH, android.permission.BLUETOOTH_ADMIN

Malware Permissions:
Top permissions that are widely abused by known malware. 

Other Common Permissions:
Permissions that are commonly abused by known malware.

 OFAC SANCTIONED COUNTRIES
This app may communicate with the following OFAC sanctioned list of countries.



DOMAIN COUNTRY/REGION

 DOMAIN MALWARE CHECK

DOMAIN STATUS GEOLOCATION

en.wikipedia.org ok

IP: 103.102.166.224 
Country: United States of America 
Region: Indiana 
City: Francisco 
Latitude: 38.333332 
Longitude: -87.447220 
View: Google Map

liberapay.com ok

IP: 172.67.150.182 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.775700 
Longitude: -122.395203 
View: Google Map

gitlab.com ok

IP: 172.65.251.78 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.775700 
Longitude: -122.395203 
View: Google Map

journeyapps.com ok

IP: 18.64.37.70 
Country: United States of America 
Region: Washington 
City: Seattle 
Latitude: 47.627499 
Longitude: -122.346199 
View: Google Map

http://maps.google.com/maps?q=38.333332,-87.447220
http://maps.google.com/maps?q=37.775700,-122.395203
http://maps.google.com/maps?q=37.775700,-122.395203
http://maps.google.com/maps?q=47.627499,-122.346199


my.imaginary.gateway ok No Geolocation information available.

opencollective.com ok

IP: 104.26.12.145 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.775700 
Longitude: -122.395203 
View: Google Map

xml.org ok

IP: 104.239.142.8 
Country: United States of America 
Region: Texas 
City: Windcrest 
Latitude: 29.499678 
Longitude: -98.399246 
View: Google Map

spdx.org ok

IP: 54.192.100.90 
Country: Italy 
Region: Sicilia 
City: Palermo 
Latitude: 38.115822 
Longitude: 13.359760 
View: Google Map

github.com ok

IP: 20.205.243.166 
Country: United States of America 
Region: Washington 
City: Redmond 
Latitude: 47.682899 
Longitude: -122.120903 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=37.775700,-122.395203
http://maps.google.com/maps?q=29.499678,-98.399246
http://maps.google.com/maps?q=38.115822,13.359760
http://maps.google.com/maps?q=47.682899,-122.120903


logback.qos.ch ok

IP: 159.100.250.151 
Country: Switzerland 
Region: Vaud 
City: Lausanne 
Latitude: 46.515999 
Longitude: 6.632820 
View: Google Map

guardianproject.info ok

IP: 204.19.241.151 
Country: United States of America 
Region: New York 
City: New York City 
Latitude: 40.755348 
Longitude: -73.979874 
View: Google Map

mirror.example.org ok No Geolocation information available.

metrics.cleaninsights.org ok

IP: 13.41.251.67 
Country: United States of America 
Region: Washington 
City: Seattle 
Latitude: 47.627499 
Longitude: -122.346199 
View: Google Map

archive.newpipe.net ok

IP: 159.69.138.33 
Country: Germany 
Region: Sachsen 
City: Falkenstein 
Latitude: 50.477879 
Longitude: 12.371290 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=46.515999,6.632820
http://maps.google.com/maps?q=40.755348,-73.979874
http://maps.google.com/maps?q=47.627499,-122.346199
http://maps.google.com/maps?q=50.477879,12.371290


4everland.io ok

IP: 104.21.72.66 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.775700 
Longitude: -122.395203 
View: Google Map

apt.izzysoft.de ok

IP: 144.76.109.58 
Country: Germany 
Region: Bayern 
City: Nuremberg 
Latitude: 49.447781 
Longitude: 11.068330 
View: Google Map

127.0.0.1 ok

IP: 127.0.0.1 
Country: - 
Region: - 
City: - 
Latitude: 0.000000 
Longitude: 0.000000 
View: Google Map

mirror.example.com ok No Geolocation information available.

microg.org ok

IP: 109.230.233.153 
Country: Germany 
Region: Hessen 
City: Frankfurt am Main 
Latitude: 50.115520 
Longitude: 8.684170 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=37.775700,-122.395203
http://maps.google.com/maps?q=49.447781,11.068330
http://maps.google.com/maps?q=0.000000,0.000000
http://maps.google.com/maps?q=50.115520,8.684170


flattr.com ok

IP: 199.36.158.100 
Country: United States of America 
Region: California 
City: Mountain View 
Latitude: 37.405991 
Longitude: -122.078514 
View: Google Map

ktor.io ok

IP: 18.64.18.96 
Country: United States of America 
Region: Washington 
City: Seattle 
Latitude: 47.627499 
Longitude: -122.346199 
View: Google Map

briarproject.org ok

IP: 157.90.23.135 
Country: Germany 
Region: Bayern 
City: Gunzenhausen 
Latitude: 48.323330 
Longitude: 11.601220 
View: Google Map

f-droid.org ok

IP: 37.218.247.73 
Country: Netherlands 
Region: Noord-Holland 
City: Amsterdam 
Latitude: 52.374031 
Longitude: 4.889690 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=37.405991,-122.078514
http://maps.google.com/maps?q=47.627499,-122.346199
http://maps.google.com/maps?q=48.323330,11.601220
http://maps.google.com/maps?q=52.374031,4.889690


www.slf4j.org ok

IP: 31.97.181.89 
Country: United Kingdom of Great Britain and Northern Ireland 
Region: England 
City: Bowness-on-Windermere 
Latitude: 54.363312 
Longitude: -2.918590 
View: Google Map

fdroid.link ok

IP: 37.218.243.44 
Country: Netherlands 
Region: Noord-Holland 
City: Amsterdam 
Latitude: 52.374031 
Longitude: 4.889690 
View: Google Map

example.org ok

IP: 104.18.2.24 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.775700 
Longitude: -122.395203 
View: Google Map

gateway.ipfs.io ok

IP: 209.94.90.1 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.791256 
Longitude: -122.400810 
View: Google Map

DOMAIN STATUS GEOLOCATION

http://maps.google.com/maps?q=54.363312,-2.918590
http://maps.google.com/maps?q=52.374031,4.889690
http://maps.google.com/maps?q=37.775700,-122.395203
http://maps.google.com/maps?q=37.791256,-122.400810


example.com ok

IP: 104.18.27.120 
Country: United States of America 
Region: California 
City: San Francisco 
Latitude: 37.775700 
Longitude: -122.395203 
View: Google Map

forum.f-droid.org ok

IP: 37.218.242.53 
Country: Netherlands 
Region: Noord-Holland 
City: Amsterdam 
Latitude: 52.374031 
Longitude: 4.889690 
View: Google Map

www.f-droid.org ok

IP: 37.218.243.72 
Country: Netherlands 
Region: Noord-Holland 
City: Amsterdam 
Latitude: 52.374031 
Longitude: 4.889690 
View: Google Map

www.amazon.com ok

IP: 23.32.245.173 
Country: United States of America 
Region: New York 
City: New York City 
Latitude: 40.714272 
Longitude: -74.005966 
View: Google Map

DOMAIN STATUS GEOLOCATION

 EMAILS

http://maps.google.com/maps?q=37.775700,-122.395203
http://maps.google.com/maps?q=52.374031,4.889690
http://maps.google.com/maps?q=52.374031,4.889690
http://maps.google.com/maps?q=40.714272,-74.005966


EMAIL FILE

reports@f-droid.org org/fdroid/fdroid/BuildConfig.java

 TRACKERS

TRACKER CATEGORIES URL

ACRA Crash reporting https://reports.exodus-privacy.eu.org/trackers/444

 HARDCODED SECRETS

POSSIBLE SECRETS

"login_password" : " המסיס "

"login_password" : "Hasło"

"login_password" : " "

"login_password" : " "

"login_password" : " هژاورذگ "

"repo_basic_auth_edit" : "Labot"

"menu_bitcoin" : "���"

"library_zxingandroidembedded_authorWebsite" : "https://journeyapps.com/"

"repo_basic_auth_edit" : "Променяне"

https://reports.exodus-privacy.eu.org/trackers/444


"repo_basic_auth_edit" : "Modifica"

"repo_basic_auth_edit" : "Düzenle"

"login_password" : "Passord"

"login_password" : " "

"repo_basic_auth_edit" : "��"

"add_key" : "����"

"login_password" : "Lykilorð"

"add_key" : "����"

"repo_basic_auth_edit" : "Redakti"

"login_password" : "Parola"

"login_password" : "Heslo"

"repo_basic_auth_title" : "Lihtautentimine"

"menu_bitcoin" : " - "

"login_password" : "�����"

"menu_bitcoin" : " "

"by_author_format" : "%s"

"repo_edit_credentials" : "����"

POSSIBLE SECRETS



"menu_bitcoin" : "����"

"repo_basic_auth_edit" : "Përpunojeni"

"login_password" : "Parole"

"login_password" : "Nenosiri"

"repo_basic_auth_edit" : "Редактировать"

"menu_bitcoin" : " "

"login_password" : "Lozinka"

"repo_basic_auth_password" : "���***"

"repo_basic_auth_username" : "����%s"

"antinonfreedep_key" : "NonFreeDep"

"repo_basic_auth_edit" : "Upravit"

"repo_basic_auth_title" : "����"

"menu_bitcoin" : "Bitmono"

"login_password" : "Salasõna"

"repo_basic_auth_edit" : " شیاریو "

"repo_edit_credentials" : " "

"repo_basic_auth_edit" : "Muokkaa"

POSSIBLE SECRETS



"antinonfreenet_key" : "NonFreeNet"

"login_password" : "Passwort"

"login_password" : " "

"login_password" : "Contrasenya"

"add_key" : " "

"repo_basic_auth_edit" : "Edytuj"

"repo_edit_credentials" : "����"

"by_author_format" : "���%s"

"repo_basic_auth_edit" : "Измени"

"repo_basic_auth_edit" : "Muuda"

"antidisabledalgorithm_key" : "DisabledAlgorithm"

"repo_basic_auth_edit" : "Рэдагаваць"

"antinonfreeassets_key" : "NonFreeAssets"

"repo_basic_auth_edit" : "Редагувати"

"antinosource_key" : "NoSourceSince"

"repo_basic_auth_edit" : "Edit"

"login_password" : "Пароль"

POSSIBLE SECRETS



"login_password" : "Cyfrinair"

"menu_bitcoin" : "���"

"repo_basic_auth_edit" : " הכירע "

"repo_basic_auth_edit" : "Modifier"

"login_password" : "Slaptažodis"

"login_password" : " "

"repo_basic_auth_title" : "�������"

"login_password" : "Facal-faire"

"login_password" : "Парола"

"repo_basic_auth_edit" : "Bearbeiten"

"repo_basic_auth_edit" : "Bewerken"

"antitrack_key" : "Tracking"

"menu_bitcoin" : " "

"menu_bitcoin" : "Bitcoin"

"repo_basic_auth_title" : "������"

"login_password" : "Crae"

"repo_basic_auth_edit" : "Editatu"

POSSIBLE SECRETS



"menu_bitcoin" : "Биткойн"

"antiads_key" : "Ads"

"antiothers_key" : "_anti_others_"

"antitetherednet_key" : "TetheredNet"

"menu_bitcoin" : " "

"login_password" : "Contraseña"

"repo_basic_auth_edit" : "��"

"login_password" : "Lösenord"

"repo_basic_auth_password" : "���***"

"login_password" : " "

"login_password" : "Salasana"

"repo_basic_auth_edit" : " لّدع "

"repo_basic_auth_edit" : "Rediger"

"login_password" : "��"

"repo_basic_auth_edit" : "Redigera"

"login_password" : "Wachtwoord"

"login_password" : "Лозинка"

POSSIBLE SECRETS



"antinsfw_key" : "NSFW"

"menu_bitcoin" : "������"

"repo_basic_auth_title" : "Basis-Authentifizierung"

"login_password" : "Jelszó"

"login_password" : "Password"

"repo_basic_auth_username" : "������%s"

"repo_basic_auth_edit" : "Sunting"

"repo_basic_auth_edit" : " "

"add_key" : "����"

"login_password" : "����"

"login_password" : "Pasahitza"

"login_password" : "Adgangskode"

"login_password" : "Fjalëkalim"

"repo_basic_auth_edit" : "Breyta"

"login_password" : "Geslo"

"antiknownvuln_key" : "KnownVuln"

"add_key" : "����"

POSSIBLE SECRETS



"login_password" : "Contrasinal"

"repo_basic_auth_edit" : "Editar"

"repo_basic_auth_edit" : "��"

"library_zxingandroidembedded_author" : "JourneyApps"

"login_password" : "��"

"login_password" : "Pasfhocal"

"repo_basic_auth_edit" : "��"

"repo_basic_auth_edit" : "Editare"

"login_password" : "Pasvorto"

"repo_edit_credentials" : "��������"

"repo_edit_credentials" : "����"

"add_key" : "����"

"antiupstreamnonfree_key" : "UpstreamNonFree"

"antinonfreead_key" : "NonFreeAdd"

"login_password" : "Senha"

"menu_bitcoin" : " نیوک تیب "

"login_password" : " "

POSSIBLE SECRETS



"repo_basic_auth_edit" : "Szerkesztés"

32010857077C5431123A46B808906756F543423E8D27877578125778AC76

07A11B09A76B562144418FF3FF8C2570B8

1A62BA79D98133A16BBAE7ED9A8E03C32E0824D57AEF72F88986874E5AAE49C27BED49A2A95058068426C2171E99FD3B43C5947C857D

1243ae1b4d71613bc9f780a03690e

7BC86E2102902EC4D5890E8B6B4981ff27E0482750FEFC03

6C01074756099122221056911C77D77E77A777E7E7E77FCB

12511cfe811d0f4e6bc688b4d

5EEEFCA380D02919DC2C6558BB6D8A5D

0238af09d98727705120c921bb5e9e26296a3cdcf2f35757a0eafd87b830e7

03F7061798EB99E238FD6F1BF95B48FEEB4854252B

6EE3CEEB230811759F20518A0930F1A4315A827DAC

5DDA470ABE6414DE8EC133AE28E9BBD7FCEC0AE0FFF2

31a92ee2029fd10d901b113e990710f0d21ac6b6

6127C24C05F38A0AAAF65C0EF02C

8D91E471E0989CDA27DF505A453F2B7635294F2DDF23E3B122ACC99C9E9F1E14

0289FDFBE4ABE193DF9559ECF07AC0CE78554E2784EB8C1ED1A57A

POSSIBLE SECRETS



5D9306BACD22B7FAEB09D2E049C6E2866C5D1677762A8F2F2DC9A11C7F7BE8340AB2237C7F2A0

28E9FA9E9D9F5E344D5A9E4BCF6509A7F39789F515AB8F92DDBCBD414D940E93

96341f1138933bc2f503fd44

B99B99B099B323E02709A4D696E6768756151751

03E5A88919D7CAFCBF415F07C2176573B2

FFFFFFFFFFFFFFFFADF85458A2BB4A9AAFDC5620273D3CF1D8B9C583CE2D3695A9E13641146433FBCC939DCE249B3EF97D2FE363630C75D8F681B202AEC4617AD3DF1ED5D5FD65612433
F51F5F066ED0856365553DED1AF3B557135E7F57C935984F0C70E0E68B77E2A689DAF3EFE8721DF158A136ADE73530ACCA4F483A797ABC0AB182B324FB61D108A94BB2C8E3FBB96ADAB7
60D7F4681D4F42A3DE394DF4AE56EDE76372BB190B07A7C8EE0A6D709E02FCE1CDF7E2ECC03404CD28342F619172FE9CE98583FF8E4F1232EEF28183C3FE3B1B4C6FAD733BB5FCBC2EC2
2005C58EF1837D1683B2C6F34A26C1B2EFFA886B4238611FCFDCDE355B3B6519035BBC34F4DEF99C023861B46FC9D6E6C9077AD91D2691F7F7EE598CB0FAC186D91CAEFE130985139270
B4130C93BC437944F4FD4452E2D74DD364F2E21E71F54BFF5CAE82AB9C9DF69EE86D2BC522363A0DABC521979B0DEADA1DBF9A42D5C4484E0ABCD06BFA53DDEF3C1B20EE3FD59D7C2
5E41D2B669E1EF16E6F52C3164DF4FB7930E9E4E58857B6AC7D5F42D69F6D187763CF1D5503400487F55BA57E31CC7A7135C886EFB4318AED6A1E012D9E6832A907600A918130C46DC77
8F971AD0038092999A333CB8B7A1A1DB93D7140003C2A4ECEA9F98D0ACC0A8291CDCEC97DCF8EC9B55A7F88A46B4DB5A851F44182E1C68A007E5E655F6AFFFFFFFFFFFFFFFF

02A29EF207D0E9B6C55CD260B306C7E007AC491CA1B10C62334A9E8DCD8D20FB7

64210519e59c80e70fa7e9ab72243049feb8deecc146b9b1

0479BE667EF9DCBBAC55A06295CE870B07029BFCDB2DCE28D959F2815B16F81798483ADA7726A3C4655DA4FBFC0E1108A8FD17B448A68554199C47D08FFB10D4B8

9ba48cba5ebcb9b6bd33b92830b2a2e0e192f10a

2580F63CCFE44138870713B1A92369E33E2135D266DBB372386C400B

7BC382C63D8C150C3C72080ACE05AFA0C2BEA28E4FB22787139165EFBA91F90F8AA5814A503AD4EB04A8C7DD22CE2826

8CB91E82A3386D280F5D6F7E50E641DF152F7109ED5456B412B1DA197FB71123ACD3A729901D1A71874700133107EC50

1CEF494720115657E18F938D7A7942394FF9425C1458C57861F9EEA6ADBE3BE10

10686D41FF744D4449FCCF6D8EEA03102E6812C93A9D60B978B702CF156D814EF

POSSIBLE SECRETS



E4E6DB2995065C407D9D39B8D0967B96704BA8E9C90B

f8183668ba5fc5bb06b5981e6d8b795d30b8978d43ca0ec572e37e09939a9773

5E5CBA992E0A680D885EB903AEA78E4A45A469103D448EDE3B7ACCC54D521E37F84A4BDD5B06B0970CC2D2BBB715F7B82846F9A0C393914C792E6A923E2117AB805276A975AADB5261
D91673EA9AAFFEECBFA6183DFCB5D3B7332AA19275AFA1F8EC0B60FB6F66CC23AE4870791D5982AAD1AA9485FD8F4A60126FEB2CF05DB8A7F0F09B3397F3937F2E90B9E5B9C9B6EFEF64
2BC48351C46FB171B9BFA9EF17A961CE96C7E7A7CC3D3D03DFAD1078BA21DA425198F07D2481622BCE45969D9C4D6063D72AB7A0F08B2F49A7CC6AF335E08C4720E31476B67299E231F
8BD90B39AC3AE3BE0C6B6CACEF8289A2E2873D58E51E029CAFBD55E6841489AB66B5B4B9BA6E2F784660896AFF387D92844CCB8B69475496DE19DA2E58259B090489AC8E62363CDF82C
FD8EF2A427ABCD65750B506F56DDE3B988567A88126B914D7828E2B63A6D7ED0747EC59E0E0A23CE7D8A74C1D2C2A7AFB6A29799620F00E11C33787F7DED3B30E1A22D09F1FBDA1ABB
BFBF25CAE05A13F812E34563F99410E73B

5F49EB26781C0EC6B8909156D98ED435E45FD59918

9CA8B57A934C54DEEDA9E54A7BBAD95E3B2E91C54D32BE0B9DF96D8D35

FFFFFFFFFFFFFFFFC90FDAA22168C234C4C6628B80DC1CD129024E088A67CC74020BBEA63B139B22514A08798E3404DDEF9519B3CD3A431B302B0A6DF25F14374FE1356D6D51C245E485B
576625E7EC6F44C42E9A63A3620FFFFFFFFFFFFFFFF

3826F008A8C51D7B95284D9D03FF0E00CE2CD723A

06973B15095675534C7CF7E64A21BD54EF5DD3B8A0326AA936ECE454D2C

9760508f15230bccb292b982a2eb840bf0581cf5

0051953EB9618E1C9A1F929A21A0B68540EEA2DA725B99B315F3B8B489918EF109E156193951EC7E937B1652C0BD3BB1BF073573DF883D2C34F1EF451FD46B503F00

003088250CA6E7C7FE649CE85820F7

04017232BA853A7E731AF129F22FF4149563A419C26BF50A4C9D6EEFAD612601DB537DECE819B7F70F555A67C427A8CD9BF18AEB9B56E0C11056FAE6A3

4E13CA542744D696E67687561517552F279A8C84

MQVwithSHA512KDFAndSharedInfo

POSSIBLE SECRETS



AC6BDB41324A9A9BF166DE5E1389582FAF72B6651987EE07FC3192943DB56050A37329CBB4A099ED8193E0757767A13DD52312AB4B03310DCD7F48A9DA04FD50E8083969EDB767B0CF6
095179A163AB3661A05FBD5FAAAE82918A9962F0B93B855F97993EC975EEAA80D740ADBF4FF747359D041D5C33EA71D281E446B14773BCA97B43A23FB801676BD207A436C6481F1D2B9
078717461A5B9D32E688F87748544523B524B0D57D5EA77A2775D2ECFA032CFBDBF52FB3786160279004E57AE6AF874E7303CE53299CCC041C7BC308D82A5698F3A8D0C38271AE35F8E9
DBFBB694B5C803D89F7AE435DE236D525F54759B65E372FCD68EF20FA7111F9E4AFF73

DB7C2ABF62E35E668076BEAD208B

1A8F7EDA389B094C2C071E3647A8940F3C123B697578C213BE6DD9E6C8EC7335DCB228FD1EDF4A39152CBCAAF8C0398828041055F94CEEEC7E21340780FE41BD

678471b27a9cf44ee91a49c5147db1a9aaf244f05a434d6486931d2d14271b9e35030b71fd73da179069b32e2935630e1c2062354d0da20a6c416e50be794ca4

1fb874bee7276d28ecb2c9b06e8a122ec4bcb4008161436ce474c257cbf49bd6

F1FD178C0B3AD58F10126DE8CE42435B3961ADBCABC8CA6DE8FCF353D86E9C03

BD71344799D5C7FCDC45B59FA3B9AB8F6A948BC5

CFA0478A54717B08CE64805B76E5B14249A77A4838469DF7F7DC987EFCCFB11D

04009D73616F35F4AB1407D73562C10F00A52830277958EE84D1315ED31886

C8619ED45A62E6212E1160349E2BFA844439FAFC2A3FD1638F9E

C49D360886E704936A6678E1139D26B7819F7E90

f7e1a085d69b3ddecbbcab5c36b857b97994afbbfa3aea82f9574c0b3d0782675159578ebad4594fe67107108180b449167123e84c281613b7cf09328cc8a6e13c167a8b547c8d28e0a3ae1e2bb
3a675916ea37f0bfa213562f1fb627a01243bcca4f1bea8519089a883dfe15ae59f06928b665e807b552564014c3bfecf492a

04161FF7528B899B2D0C28607CA52C5B86CF5AC8395BAFEB13C02DA292DDED7A83

c39c6c3b3a36d7701b9c71a1f5804ae5d0003f4

D7C134AA264366862A18302575D1D787B09F075797DA89F57EC8C0FF

BDB6F4FE3E8B1D9E0DA8C0D46F4C318CEFE4AFE3B6B8551F

POSSIBLE SECRETS
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POSSIBLE SECRETS



048BD2AEB9CB7E57CB2C4B482FFC81B7AFB9DE27E1E3BD23C23A4453BD9ACE3262547EF835C3DAC4FD97F8461A14611DC9C27745132DED8E545C1D54C72F046997

D35E472036BC4FB7E13C785ED201E065F98FCFA6F6F40DEF4F92B9EC7893EC28FCD412B1F1B32E27

04A8C7DD22CE28268B39B55416F0447C2FB77DE107DCD2A62E880EA53EEB62D57CB4390295DBC9943AB78696FA504C11

POSSIBLE SECRETS

 SCAN LOGS

Timestamp Event Error

2025-12-21 07:49:30 Generating Hashes OK

2025-12-21 07:49:30 Extracting APK OK

2025-12-21 07:49:30 Unzipping OK

2025-12-21 07:49:32 Parsing APK with androguard OK

2025-12-21 07:49:43 Extracting APK features using aapt/aapt2 OK

2025-12-21 07:49:45 Getting Hardcoded Certificates/Keystores OK

2025-12-21 07:50:09 Parsing AndroidManifest.xml OK



2025-12-21 07:50:09 Extracting Manifest Data OK

2025-12-21 07:50:09 Manifest Analysis Started OK

2025-12-21 07:50:09 Reading Network Security config from network_security_config.xml OK

2025-12-21 07:50:09 Parsing Network Security config OK

2025-12-21 07:50:09 Performing Static Analysis on: F-Droid (org.fdroid.fdroid) OK

2025-12-21 07:50:23 Checking for Malware Permissions OK

2025-12-21 07:50:23 Fetching icon path OK

2025-12-21 07:50:23 Library Binary Analysis Started OK

2025-12-21 07:50:23 Analyzing lib/x86/libandroidx.graphics.path.so OK

2025-12-21 07:50:23 Analyzing lib/armeabi-v7a/libandroidx.graphics.path.so OK

2025-12-21 07:50:23 Analyzing lib/arm64-v8a/libandroidx.graphics.path.so OK

2025-12-21 07:50:23 Analyzing lib/x86_64/libandroidx.graphics.path.so OK



2025-12-21 07:50:23 Analyzing apktool_out/lib/x86/libandroidx.graphics.path.so OK

2025-12-21 07:50:23 Analyzing apktool_out/lib/armeabi-v7a/libandroidx.graphics.path.so OK

2025-12-21 07:50:23 Analyzing apktool_out/lib/arm64-v8a/libandroidx.graphics.path.so OK

2025-12-21 07:50:23 Analyzing apktool_out/lib/x86_64/libandroidx.graphics.path.so OK

2025-12-21 07:50:23 Reading Code Signing Certificate OK

2025-12-21 07:50:24 Running APKiD 3.0.0 OK

2025-12-21 07:50:31 Detecting Trackers OK

2025-12-21 07:50:37 Decompiling APK to Java with JADX OK

2025-12-21 07:53:12 Converting DEX to Smali OK

2025-12-21 07:53:13 Code Analysis Started on - java_source OK

2025-12-21 07:53:54 Android SBOM Analysis Completed OK

2025-12-21 07:54:32 Android SAST Completed OK



2025-12-21 07:54:32 Android API Analysis Started OK

2025-12-21 07:54:41 Android API Analysis Completed OK

2025-12-21 07:54:42 Android Permission Mapping Started OK

2025-12-21 07:55:13 Android Permission Mapping Completed OK

2025-12-21 07:55:14 Android Behaviour Analysis Started OK

2025-12-21 07:55:23 Android Behaviour Analysis Completed OK

2025-12-21 07:55:23 Extracting Emails and URLs from Source Code OK

2025-12-21 07:55:26 Email and URL Extraction Completed OK

2025-12-21 07:55:26 Extracting String data from APK OK

2025-12-21 07:55:28 Extracting String data from SO OK

2025-12-21 07:55:28 Extracting String data from Code OK

2025-12-21 07:55:28 Extracting String values and entropies from Code OK



2025-12-21 07:55:37 Performing Malware check on extracted domains OK

2025-12-21 07:55:49 Saving to Database OK
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